TheiVashingtonPost RISk

Convergenceof Enterprise Protectionand Risk ManagementMethods
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Websterdefinesthe act of “Convergence” as “the movingtoward a union or uniformityin a scenario.”
A second definition from the same source proclaims “Convergence” as “the merging of distinct
technologies,industries,or devicesinto a unifiedwhole.”

In business, this term is being newly adoptedto ensure that your Risk Managementpreparationis truly
coordinated,understoodand practiced by all parties. A key factorin a successfulenterpriserecovery
planningeffortis the communicationbetweenall of a firm’sbusinessdepartmentsand all locations.

At the time of a disasterevent, the ability of every organizationto work togetherin order to achieve a
successfulrecoveryfor the entire businessis essential. The conceptof “Convergence”was highlighted
in an article in the August, 2005 issue of Security Management magazine entitled “Convergence
between Security & Business Continuity.”This article served as a beacon for all to denote that if one
organizationor processwere to break down, the whole process could suffer.

There are many terms that some view to be interchangeablein this industry — Disaster Recovery,
Business Continuity, Crisis Management, Emergency Management, Risk Management. Add to that
Physical Security, Network Security, TelecommunicationsSecurity, Biometric Security and others and
you have the makingsof a truly enterpriseview — truly cyclicaland interdependentupon one another.

In today’s enterprise environment, are there more gate-keepers than there are gates sometimes?
How do you keep them all on the same page? How do you keep only ONE list to grant specificaccess?
How do you prioritizeeveryone’sinterestin being the numberone, most criticalarea of the business?

All of these questions must be answered. To make sure that everyone is preparedin a contingency
scenario,one has to gain managementsupportto requirethat personnelin all organizationsare on the
same page. The trend for managementto provide such supportis certainlyon an upswingknowingthat

thereis much more at risk than the loss of data or the loss of production.The terms “integrity”,“security”
and “survival’suddenlyhave new meaning.

So, where do we begin? Granted, all companies are doing something for their Enterprise Protection
and Recovery Methodologies. Is it enough? Does the inception of a traditional Business Impact
Analysisor Risk Assessment meanthat everythingis fine and therewill be no risk attime of disaster?
Perhapsyou need to look at the fine threadsbetweenall processes— the overlaps,the dependencies.

However, does the BIA include a link to other key business organizations such as Security and
Telecom?Has there been one list of tasks establishedfor everyoneto follow? Has there been a true
evaluationand a priority establishedin considerationof all business units and all requirements?Does
everyoneknow whatto do? Will everyonefollowtheirown recoveryplansin a live disastersituation?

During any disaster scenario, the companieshat recover mostexpeditiously and experience the least
amountof loss of resourceare those that are preparedacrossthe enterprise.That has to be the focus.
If your organizationhas not taken a 100% view of your recoverabilityyou may fail to recover.



